
DATA	PROCESSING	AGREEMENT

This	Data	Processing	Agreement	(“DPA”)	is	entered	into	by	the	Outbrain	entity	(“Outbrain”)	and	the	individual	or	company	(the
“Partner”)	identified	in	the	Partner	Enrollment	Form	and	governs	the	processing	of	personal	data	pursuant	to	the	provision	of	services
by	Outbrain.	From	the	Effective	Date	stipulated	on	the	Partner	Enrollment	Form,	this	DPA	shall	apply	to	any	and	all	agreements	between
the	parties	and	their	Affiliates	from	time	to	time.

This	DPA	is	incorporated	into	the	Engage	Terms	(as	amended	from	time	to	time)	and	constitutes	a	legally	binding	agreement	between
the	parties.	Collectively,	the	DPA,	the	Partner	Enrolment	Form	and	the	Engage	Terms	are	referred	to	as	the	“Agreement”.	In	the	event	of
any	conflict	or	inconsistency	between	any	of	the	terms	of	the	Agreement	the	following	order	of	preference	shall	prevail:	(i)	the	Partner
Enrollment	Form	(ii)	the	DPA;	and	(iii)	the	Engage	Terms.

1.	 Definitions	and	Interpretation.	The	following	definitions	apply	to	this	DPA:

1.1	“Affiliate(s)”	means	in	respect	of	either	party	at	any	time,	any	person	or	legal	entity	controlled	by	or	controlling	or	under	the
common	control	of	that	party.	Any	reference	to	the	parties	shall	include	reference	to	their	Affiliates;

1.2	“Data	Subject”	means	the	individual	to	whom	the	Personal	Data	relates;

1.3	“Data	Protection	Laws”	means	any	applicable	Data	Protection	Laws.	It	shall	include	ePrivacy	Directive	2002/58/EC	as
implemented	by	countries	within	the	EEA,	(b)	the	General	Data	Protection	Regulation	(EU)	2016/679	(“GDPR”)	and/or	(c)	other
laws	or	subordinate	legislation	that	implement	or	amend	the	laws	that	are	identified	in	(a)	and	(b)	above	from	time	to	time;

1.4	“EEA”	means	the	European	Economic	Areas;

1.5	“End	User”	means	individual	human	end	users	who	interact	with	the	Outbrain	widget	on	the	Partner	sites;

1.6	“End	User	Personal	Data”	means	information	about	an	End	User	which	Outbrain	collects	from	End	Users	directly	via	the
Outbrain	widget,	including	Outbrain’s	own	UUID,	IP	address	(which	Outbrain	translates	into	geo-location	and	deletes	the	last
octet)	and	some	other	user	agent	data	(for	example,	information	about	which	device	and	browser	the	End	User	is	using	to
access	the	widget);

1.7	“Partner	Personal	Data”	means	the	personal	data	(such	as	the	Partner’s	employee’s	name	and	email	address)	which	the
Partner	provides	to	Outbrain	in	order	to	use	the	Outbrain	services	and	which	Outbrain	requires	in	order	to	service	the	Partner’s
account.

1.8	"Partner	Sites"	means	the	web	properties,	applications	or	platforms	identified	in	the	Partner	Enrolment	Form;

1.9	“Personal	Data”	means	any	information	about	an	identified	and/or	identifiable	natural	person	which	Outbrain	processes
pursuant	to	the	Agreement	and	which	may	include	the	End	User	Personal	Data	and/or	the	Customer	Personal	Data	(as
applicable);

1.10	“Personal	Data	Breach”	means	a	breach	of	security	leading	to	the	accidental	or	unlawful	destruction,	loss,	alteration,
unauthorized	disclosure	of,	or	access	to,	End	User	Persona	Data	or	Partner	Personal	Data	transmitted,	stored	or	otherwise
processed	by	Outbrain;

1.11	“Sub-processor”	means	sub-contractors	and/or	replacement	sub-contractors	(as	the	case	may	be)	which	process
personal	data	on	behalf	of	Outbrain	from	time	to	time;	and

1.12	The	terms	“Data	Controller”,	“Data	Processor”,	“Data	Subject”,	“Personal	Data”,	and	“Processing”	shall	have	the	same
meaning	ascribed	to	them	under	the	GDPR.

2.	 Nature	and	Scope	of	Processing.	The	parties	agree	to	process	Personal	Data	pursuant	to	the	purposes	set	forth	in	this



DPA	and	per	applicable	laws.	Outbrain	shall	process	Personal	Data	for	the	following	purposes:

2.1	End	User	Personal	Data	to	provide	online	recommendations	to	End	Users	who	interact	with	the	Outbrain’s	Partner	Sites;	and

2.2	Partner	Personal	Data	to	provide	the	services	to	the	Partner	pursuant	to	the	Agreement.

3.	 Role	of	Parties.	The	parties	acknowledge	and	agree	that	they	are	each	independent	controllers	in	respect	of	End	User
Personal	Data	and	Partner	Personal	Data.	Each	Party	shall	be	individually	and	separately	responsible	for	complying	with
the	obligations	that	apply	to	it	as	an	independent	Controller	under	Data	Protection	Laws.

4.	 Lawful	Basis.

4.1	End	User	Personal	Data.	Partner	acknowledges	that	Outbrain	relies	on	Partner’s	lawful	basis	for	processing	End	User
Personal	Data	as	Outbrain	does	not	have	a	direct	relationship	with	an	End	User.	Accordingly,	Partner	warrants	that:	(i)	if	Partner
relies	on	legitimate	interest,	it	has	completed	a	legitimate	interest	assessment	which	has	considered	Outbrain’s	provision	of	the
services;	and	(ii)	if	the	Partner	relies	on	consent,	the	Partner	shall	disclose	Outbrain	to	an	End	User	via	a	consent	management
platform	per	the	IAB	methodology	and	must	pass	Outbrain	a	clear	consent	or	no	consent	signal	(i.e.	the	Partner	must	not	send
Outbrain	a	null	or	invalid	signal	if	a	consent	management	platform	is	implemented).

4.2	Partner	Personal	Data.	Partner	acknowledges	that	Outbrain’s	lawful	basis	for	processing	Partner	Personal	Data	is
contractual,	as	the	Partner	Personal	Data	is	required	in	order	for	Outbrain	to	perform	its	obligations	under	the	Agreement.

5.	 Data	Subject	Rights.	As	independent	controllers,	the	parties	acknowledge	and	agree	that	each	party	shall	promptly	inform
the	other	if	it	receives	a	request	from	a	Data	Subject	exercising	its	rights	under	the	Data	Protection	Laws.	To	the	extent
applicable,	each	party	shall	direct	the	Data	Subject	to	the	other	party	in	order	to	enable	such	party	to	respond	directly	to
such	Data	Subject’s	request.	Taking	into	account	the	nature	of	the	processing,	each	party	shall	(if	requested	in	writing	and
at	the	requesting	party’s	sole	cost	and	expense)	provide	reasonable	assistance	to	the	other	party,	to	fulfil	the	Data
Subject’s	request	and/or	in	relation	to	any	mandatory	obligations	applicable	to	the	other	party	as	an	independent
controller	under	Data	Protection	Laws.

6.	 Transparency	Obligations	The	parties	acknowledge	their	respective	transparency	obligations	where	Personal	Data	being
processed	is	obtained	directly	from	the	Data	Subject	or	where	such	Personal	Data	is	obtained	from	a	third	party.	To	that
effect,	the	parties	shall	display	appropriate	privacy	notices	to	Data	Subjects	(as	required	by	applicable	laws)	or	at	the
minimum	comply	with	the	requirements	under	Art	13	and/or	14	GDPR.	The	contact	email	for	Outbrain	for	matters	relating
to	Data	Subject	rights	is	privacyquestions@outbrain.com.

7.	 Personnel.	Outbrain	agrees	that	any	Outbrain	personnel	engaged	in	the	processing	of	Personal	Data	shall	be	informed	of
the	confidential	nature	of	the	Personal	Data,	receive	appropriate	training	and	have	executed	confidentiality	agreements.	In
addition,	Outbrain	shall	restrict	personnel’s	access	to	Personal	Data	to	only	those	who	require	access	to	such	data	in
order	to	provide	the	services	pursuant	to	the	Agreement.

8.	 Sub-processors.	Outbrain	shall	ensure	that	(i)	each	of	its	Sub-processors	enter	into	a	written	agreement	subjecting	such
sub-processor	to	equivalent	obligations	with	respect	to	Personal	Data	as	imposed	under	this	DPA	and	Data	Protection
Laws;	and	(ii)	the	foregoing	written	agreement	shall	contain	terms	which	require	the	Sub-processor	to	put	in	place
appropriate	technical	and	organisational	measures.	Partner	acknowledges	that	Outbrain	may	engage	third	parties
(including	its	Affiliates)	in	connection	with	the	provision	of	the	services	pursuant	to	the	Agreement.

9.	 Sharing	of	Personal	Data.	In	respect	of	the	Personal	Data,	the	Partner	agrees	that	it	shall	not	share	personal	data	with
Outbrain	which	(i)	except	for	Partner	Personal	Data,	allows	Data	Subjects	to	be	directly	identified	(for	example,	name	and
e-mail	address)	and/or	(ii)	contains	any	Special	Categories	of	Personal	Data.

10.	 Data	Security.	Outbrain	shall	maintain	appropriate	technical	and	organisational	measures	for	the	protection	of	the
security,	confidentiality	and	integrity	of	the	Personal	Data.	The	security	measures	Outbrain	uses	to	protect	Personal	Data
are	outlined	in	our	Security	Statement.	If	Outbrain	becomes	aware	of	a	Personal	Data	Breach	in	respect	of	the	Personal
Data	it	shall	notify	the	Partner	in	writing	as	soon	as	reasonably	practicable	(and	no	later	than	48	hours	after	discovery),

https://www.outbrain.com/security/


and	Outbrain	shall	take	such	steps	as	it	deems	necessary	and	reasonable	in	order	to	remediate	the	cause	of	the	Personal
Data	Breach.

11.	 Data	Retention.	Outbrain	shall	delete	Partner	Personal	Data	when	requested	by	the	Partner.	In	respect	of	End	User
Personal	Data,	the	retention	period	for	each	of	the	cookies	Outbrain	uses	(whether	its	own	or	on	our	behalf	by	third
parties)	is	stated	on	the	Cookie	Table.	Outbrain	shall	not	retain	an	individual	data	point	for	more	than	13	months.

12.	 Compliance.	At	the	Partner’s	sole	cost	and	expense,	Outbrain	shall	upon	prior	written	request,	make	available	to	the
Partner	such	information	reasonably	necessary	to	demonstrate	Outbrain’s	compliance	with	the	obligations	under	this
DPA.	In	addition	the	parties	shall	notify	the	other	party	in	writing	(i)	if,	in	its	opinion,	an	instruction	from	the	other	party
infringes	Data	Protection	Laws;	and	(ii)	if	a	party	receives	a	complaint,	notice	or	allegation	from	any	data	protection
authority	or	similar	body	alleging	non-compliance	with	Data	Protection	Laws	in	relation	to	this	DPA	or	services	rendered
under	the	Agreement.

13.	 International	Transfers.	Outbrain	may	transfer	or	otherwise	process	Personal	Data	outside	of	the	EEA	(including	via	a
Sub-processor)	provided	that	such	transfer	is	made	in	compliance	with	Data	Protection	Laws,	including,	if	applicable,	EU
Standard	Contractual	Clauses,	certification	under	the	EU-US	Privacy	Shield	or	a	European	Commission	positive	adequacy
decision	under	Article	45	of	the	GDPR.	Outbrain	is	EU-US	Privacy	Shield	certified	and	has	in	place	the	EU	Standard
Contractual	Clauses	for	inter-company	transfers.

14.	 Term	and	Termination.	This	DPA	shall	commence	on	the	Effective	Date	and	shall	continue	as	long	as	the	Technology	is
implemented	on	the	Partner	Site(s).

15.	 Miscellaneous.

15.1	Neither	Party	shall	be	in	breach	of	this	DPA	nor	liable	for	delay	in	performing,	or	failure	to	perform,	any	of	its	obligations
under	the	Agreement	if	such	delay	or	failure	results	from	events,	circumstances	or	causes	beyond	its	reasonable	control.

15.2	Failure	or	delay	in	exercising	any	right	or	remedy	under	this	DPA	shall	not	constitute	a	waiver	of	such	(or	any	other)	right	or
remedy.

15.3	The	Partner	shall	not	assign	or	otherwise	transfer	its	rights	or	its	obligations	under	this	Agreement,	in	whole	or	in	part,
without	the	prior	written	consent	of	Outbrain.

15.4	Except	as	expressly	stated	otherwise,	nothing	in	this	DPA	shall	create	or	confer	any	rights	or	other	benefits	in	favor	of	any
person	other	than	a	party	to	this	DPA.

15.5	The	invalidity,	illegality,	or	unenforceability	of	any	term	of	this	DPA	shall	not	affect	the	remainder	of	the	DPA.

15.6	This	DPA	shall	be	governed	by	the	laws	specified	in	the	Engage	Terms.
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